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Advisor Security Inc (ASI) provides services, products, education, and tools that help Broker-
Dealers assist their Independent Financial Advisors in complying with the Firm’s security policies, 
GLBA and other state and federal information security regulation.   

 
ASI  provides a custom Compliance Center with an online 
compliance status Dashboard branded to your  Firm, 
which monitors four  cr itical areas of information 
secur ity in order  to provide a high level of protection for  
the Client, the Advisor  and the Firm.  The four  areas 
include: 

·  Information Security Best Practices 
·  Audit Preparedness and Documentation 
·  Business Continuity Planning 
·  Quarterly Training and Re-Certification 

 

By implementing the ASI program your Firm and your 
Advisors can demonstrate to regulators, auditors, customers 
and courts that both have invested a high degree of 
professional effort to comply with security regulations and 
privacy law in order to protect private client information.�
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In May of 2000 GLBA was amended to require financial services institutions to establish safeguards relating to 
administrative, technical, and physical r isks regarding customer information management.  Independent Financial 
Advisors and their individual business practices are included in this group.  

The FTC Safeguards Rule requires Independent Financial Advisors to complete regular Formal Risk Assessments 
and maintain a written Information Secur ity Plan that describes in detail their processes and procedures for 
mitigating identified risks. The SEC and state regulatory bodies further require Independent Financial Advisors to 
create implement and maintain a written Business Continuity Plan and participate in formal compliance and 
Information Secur ity Training.  

Many Broker-Dealer Firms and Advisors have attempted to address the technical portion of the FTC Safeguards 
Rule through the use of various software solutions. However, two recent national surveys indicate that most 
Advisors still fall short of the technical requirement and that their practices remain severely under protected related 
to critical administrative and physical security risks. It is a requirement that your Firm provide guidance with respect 
to all types of risks facing your Advisors and to assist them in bringing their field practices into full compliance with 
your Firm’s internal security policies plus applicable state and federal information security law. 
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Both the Advisor and Broker-Dealer are legally and financially liable for any information security breach at the 
Advisor level.  The Advisor is liable for allowing the breach, and the Broker-Dealer for failing to impose appropriate 
information security practices and/or enforce and audit the Advisor’s compliance.  The Advisor and Broker-Dealer 
are each exposed to regulatory and litigation risk. The ASI program helps protect the Firm, the Advisor, and the 
Client from unnecessary security risks and business liability.  

The law Firm of Reed Smith advises that – at a minimum - Independent Financial Advisors should implement the 
following steps: 

1. Participate in a formal risk assessment to evaluate data security at the independent field practice level. 
2. Draft, implement, and document a written information security plan addressing each of the three required 

areas of possible risk and specific issues identified by the assessment process. 
3. Participate in a specific information security-training course and adequately train all other staff members. 
4. Undertake an active program to keep up to date on changing state and federal regulatory requirements. 
5. Install and regularly update whatever professional desktop software is needed to ensure a high level of 

customer data security, including encryption and data backup. 
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While most Broker-Dealer Firms provide policies instructing their Independent Financial Advisors to implement 
information security procedures, a recent nationwide survey confirmed that very few Advisors have done any type of 
formal risk assessment or have a written information security plan and business continuity plan.  ASI takes the 
guesswork out of implementing information compliance “Best Practices”  that address GLBA, FTC Safeguards Rule, 
your Firm’s policies and other state/federal requirements. ASI provides solutions for each of these critical areas.  

Information Security Best Practices:   

·  The ASI online wizard guides Advisors through a Formal Risk Assessment addressing the administrative, 
technical and physical risks that their practice may be exposed to. 

·  Advisors then use ASI online planning tools to create and implement procedures to mitigate all identified risks 
affecting their practice.  These documented “Best Practice”  procedures become the Advisors’  required written 
Information Security Plan.  

·  The ASI Program provides Advisors with the required Business Security Manual. Regular updates include any 
changes in state and federal information security law. 

·  The ASI Program requires Advisors to retest their computer(s) quarterly 
to identify possible new electronic risks to client data.  

Audit Preparedness and Documentation:   

·  The Program provides detailed audit preparedness instruction to ready 
Advisors for a standard risk based audit. 

·  The Firm and Advisor may publish a complete Information Compliance 
Audit Package with a single click from the Compliance Center. 

·  The Firm and Advisor have the ability to view and print copies of the 
Risk Assessment, Information Security Plan, Business Continuity Plan, 
and quarterly Training Certificate and Computer Testing.  

·  The Program allows both the Firm and the Advisor to create “any-time”  
reports that detail all steps taken to monitor, implement and maintain the 
procedures and activities required to remain compliant.   
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Business Continuity Planning:  ASI tools assist Advisors to develop and document an effective business 
continuity plan that guides them through the steps required to quickly reestablish their business operations and client 
communications in the event they have a security breach or business interruption.  
 
Quarterly Training and Re-certification:  ASI Information Security Training courses provide Advisors with 
a clear understanding of the ever-changing requirements of state and federal security law. Quarterly training and 
certification testing demonstrate that your Advisors have the knowledge needed to bring daily field practices in line 
with your published Broker-Dealer Privacy Policies and applicable security law. 
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The platform used to deliver the ASI services and tools to your Advisors is an online Compliance Center branded 
under your Firm’s name and logo and accessed through your intranet site.  Within the Compliance Center is the ASI 
Compliance Dashboard.  This tool is used to monitor, implement and maintain all of the information and activities 
required for your Advisors to remain compliant with Firm policy and changing security law.   

The Dashboard shows in real-time the status and severity score for each risk identified in the assessment process.  It 
is easy to see at a glance, which risks have been addressed and which risks are still outstanding.  The dashboard 
provides the ability to print a complete “on demand”  Information Compliance Audit Package which demonstrates 
that risks are being managed by Advisors on an ongoing basis.  It is simply not enough for your Advisors to create a 
plan they must be able to prove that risk mitigation procedures have been implemented.   
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Participating Advisor’s have ongoing access to the tools outlined below to bring their daily field practices in line 
with your Firm’s security policies and the law.  
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� � 3  The ASI online 
presentation provides an overview of information 
security law, threats the Advisor may face in their 
practice, and consequences of privacy law failure.�

#2� � � � � � �� �� - � � �
� � 3 The Advisor links to the ASI 
technology center via a secure connection to test their 
computer for viruses, spyware, and other threats.  

42� � 
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 �� 3� The Advisor uses the ASI 
Risk Assessment Template to identify Administrative, 
Technical and Physical they may face. By indicating the 
frequency of a potential risk, the severity of that risk is 
determined and given a score of Low, Medium, or High.  
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 �� � 3�  Risks identified using the Risk 
Assessment Template along with the severity score are 
gathered and fed to the appropriate area of the 
Information Security and/or Business Continuity Plans. 
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� � 3  Once all risks applicable to your Advisor’s practice have been identified, 
the Advisor is required to provide a written procedure documenting their plan for mitigating these risks.  This 
information is added to the appropriate section of the Information Security and/or Business Continuity Plans. 
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 �� 3� The dashboard allows your Advisor to see a real time view of the greatest 
areas of concern regarding administrative, technical and physical risks for their practice that they need to address. 
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 �
� � 3�  Advisors are required to take Information Security Compliance to the next level by 
re-evaluating and re-certifying quarterly that the procedures put in place to mitigate the risks identified on their Risk 
Assessment are working properly.  This allows your Advisors to make changes accordingly.    
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� 
� � 3� The ASI trainings are intended to provide an overview of the concepts, terms and 
requirements of Information Security Law as they apply to your Advisor’s practice.  A certificate of completion is 
provided for passing scores of 80% or better.   
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 �3 Regularly updated document intended to be a source of reference 
regarding information security law and industry “best practices” .  
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 ��� ��� � � � � � � �� �� - � � �
� � 3�  Advisors are required to test their computer(s) for hacker tools, viruses, spyware, 
and other threats quarterly. 
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� �� � 3  ASI provides to Advisors ongoing updates concerning industry trends and 
regulatory articles related to information security issues. 
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 �� � 3  ASI provides timely notification of state and federal regulatory updates to 
Advisors. 

� �  � , � ; � , � +, � �� � ( / �  � � � �( , � &' � , ( �

Your Firm will have unlimited supervisory access to this view 
for all participating Advisors to monitor information and 
activities required for your Advisors to remain compliant with 
your policies and security law.  The Dashboard allows your 
Firm to see a real time view of the greatest areas of concern 
related to administrative, technical and physical risks for all 
participating Advisors.  Advisors with un-resolved risks are 
easy to identify.   Your Firm has the ability to drill down to the 
detail provided at the risk assessment level.   

With required quarterly re-certifications by your Advisors your 
Firm always has access to the most up-to-date documented 
information regarding their field practices. Your firm also has 
the ability to print a complete “on demand”  Information 
Compliance Audit Package with a single click  to demonstrate 
that your Advisors are up to date and in compliance with 
security law. 
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Options and costs are detailed in the separate Broker-Dealer Agreement.    All charges are billed monthly.  Services 
and Products may be purchased individually or together allowing your Firm to tailor a program that best meets your 
requirements to bring Advisor field practices in line with your security policies and the law. 
 
Advisors that participate in the program through their Broker-Dealer receive a substantial discount from the regular 
monthly costs.  Broker-Dealers that choose to cover the cost of the program for Advisors receive an additional 
pricing discount of 15%.  Either the individual Advisor or your Firm may cover the monthly costs. 
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The end result of encouraging your Advisors to participate in the ASI  Advisor  Compliance and Practice 
Protection Program is the security of knowing that your Advisors have created, implemented, maintained and 
documented a set of information security “Best Practices”  and business continuity procedures that allows both the 
Advisor and your Firm to demonstrate to regulators, auditors, customers and courts that your Firm has invested a 
high degree of professional effort to comply with privacy policies and the law in order to protect private client 
information 
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" � �� 3 ASI has partnered with INVISUS to offer an optional technology toolkit that includes professional grade 
encryption, data back-up and security services for Advisors that currently do not have a solution in place for the 
technology requirements of the FTC Safeguards Rule. (See Technology White Paper for detailed information.) 


